Intruder Detection and Prevention in a Smart Grid Communication System  by Vineeth V.V.,  et al.
 Procedia Technology  21 ( 2015 )  393 – 399 
Available online at www.sciencedirect.com
ScienceDirect
2212-0173 © 2015 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of Amrita School of Engineering, Amrita Vishwa Vidyapeetham University
doi: 10.1016/j.protcy.2015.10.058 
 
SMART GRID Technologies, August 6-8, 2015 
Intruder Detection and Prevention in a Smart Grid Communication 
System 
Vineeth V Va*,  N. Radhikab, V. Vanithaa 
aDepartment. of EEE, Amrita Vishwa Vidyapeetham , Coimbatore-641112, India 
bDepartment. of CSE, Amrita Vishwa Vidyapeetham, Coimbatore-641112, India 
Abstract 
Smart Grid is an electrical network that uses digital and other advanced technology to monitor and manage the transport of 
electricity from all generating sources to meet the varying demand of the end-users. The important nodes of the Smart Grid are 
the phasor  measurement unit(PMU),Smart meter(SM) and phasor data concentrator(PDC).All PMU’s within substation will 
form a communication network with a gate-way node called phasor data concentrator which updates data from PMU’s within the 
cluster range. Proper management of data exchange between PMU’s and PDC’s are an essential thing to meet in the concept of 
Smart Grid. In this paper we are considering PMU as a sensor node and PDC as a central node and the data is exchanged between 
this nodes.  Proposed intrusion detection algorithm, Packet loss avoidance using Time Division Multiple Access (TDMA) 
protocol and security algorithm improves system security in response to malicious attacks. Network simulator NS2 is used to 
create simulation scenario for detecting attacks. Hardware is tested using LPC2148 microcontrollers and Zigbee. 
© 2015 The Authors. Published by Elsevier Ltd. 
Peer-review under responsibility of Amrita School of Engineering, Amrita Vishwa Vidyapeetham University. 
Keywords Smart Grid; DPRAODV;  Black hole attack; TDMA; S-DES encryption algorithm; Security; microcontroller; Zigbee. 
1. Introduction 
Sensor networks have emerged as an ideal solution to a number of applications with significant scientific and 
societal relevance. Application of wireless sensor networks(WSN) to smart grid modules includes power generation, 
power transmission, power distribution and utilization. The security solutions used in generic WSNs cannot be 
directly used in smart grid WSNs. This is because WSNs are application specific and sensor networks used in smart 
grid systems have characteristics different from that of other sensor networks [1].The deployment and topology of 
sensor networks in these systems are studied. Threads and security requirements, specific for WSNs used in smart 
Grid systems are analyzed. Based on these work, security architecture was proposed to guide the development and 
the design of the security solution to wireless sensor networks in smart grid systems. TDMA protocol improves 
channel utilization by establishing collision-free schedules across the channel. It will also avoid packet collision 
attack. There is significant improvement in channel utilization and queuing delay. 
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Security solution can be grouped in to two main categories: prevention based technique and detection based 
technique. Prevention techniques such as encryption and authentication are often the first line of defense against 
attacks. Detection based techniques aim at identifying and excluding the attacker, whenever the prevention based 
techniques fails. Detection techniques are divided in to two main categories: signature detection and anomaly 
detection. from the normal behavior. 
2. Literature Survey 
 
Zhang and Lee [2],proposed one of the first approach for an integrated IDS architecture. It uses host-based IDSs 
based on anomaly detection and misuse detection. They introduced the concept of integrating multiple layers of the 
protocol stack for efficient intrusion detection. S Marti [3] proposed the watchdog mechanism to monitor the 
neighboring nodes and detect misbehavior. F.Anjum,et al.[4], proposed a signature based intrusion detection 
technique in which they investigate the ability of different ad-hoc network routing protocols to facilitate detection of 
intrusions, when the attack of signatures are completely known. Vimalathithanet al. [5] proposed a cryptanalysis of 
simplified-DES using computational intelligence and studied the impact on the performance of network. S-MAC 
protocol [6] avoids overhearing of the nodes that are periodically puts in to ‘sleep state’ in order to ensure power 
saving. T-MAC protocol [7] is an improved version of S-MAC that adapts the duty cycle based on traffic. D-MAC 
[8] is a contention-based Medium Access protocol optimized for data gathering applications over unidirectional 
trees. Rajashekarapp, et al. [9],proposed a comparative cryptanalysis solution to simplified-Data Encryption 
Standard using simulated Annealing methods. The proposed work is summarized in 3 sections, namely – Intruder 
Detection, Intruder Prevention and Packet loss avoidance using TDMA protocol. 
 
3. Methodology 
 
3.1  Detection prevention and reactive AD-HOC on demand distance vector (DPRAODV) algorithm 
 
The black hole attack can be detected and corresponding malicious node can be isolated from the network by 
using one of the finest approaches called DPRAODV. Black hole belongs to a class of routing attack where a 
malicious node advertise itself as having the shortest path to all nodes in the environment by sending false route 
reply.As per the simulation results in NS2 it has been evident that the DPRAODV protocol not only prevents black 
hole attack but consequently improves the overall performance of network during black hole attack. When the 
source node has no routing information to communicate with another node in the network, then the route discovery 
process is initiated by broadcasting a Route Request (RREQ) packet to its neighbors. Each neighboring node send a 
Route Reply (RREP) back to the source node, as a response to the RREQ. In normal AODV, the node will check the 
value of sequence number in its routing table, whenever it receives the RREP packet. The node will accept the 
RREP packet if it has RREP sequence number higher than the one in routing table. The DPRAODV solution 
performs an additional check to find whether the RREP sequence number is higher than the given threshold value. 
The threshold value is dynamically updated at every time interval. The node is suspected to be malicious, if its 
RREP sequence number is found to be higher than the threshold and it adds the node in the list. The threshold value 
is the average of the difference of destination sequence number in each time slot that between the sequence number 
in the routing table and the RREP packet. 
     3.2  S-DES Encryption Algorithm 
 This section gives a brief overview of S-DES Algorithm which is used in the network for enciphering the 
data. The S-DES encryption algorithm provides cluster head to base station authentication using simple shared key.   
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3.3 Packet loss avoidance using TDMA 
 In this approach, TDMA protocol is used. Each PMU node is assigned with a time slot. It is in this assigned 
time slot, that the PMU node sends data to the PDC.TDMA improves the channel utilization by establishing 
collision-free transmission across the channel. The performance of this algorithm is evaluated through extensive 
simulations. The results also indicate that the channel utilization and queuing delay can be improved by scheduling 
transmission across the channel using TDMA.   
 
3.4  Simulation Scenario 
 The three algorithms mentioned in the previous section is simulated using NS2. Using the results obtained, 
the performance metrics of each algorithm is also analyzed. NS2 is network simulator software which gives the user 
an option of setting different parameters involved in implementation of a communication protocol. The different 
parameters involved in the analysis of the mentioned three algorithms and the corresponding observations are briefly 
described below: 
3.4.1 DPRAODV Algorithm 
 Simulation Environment: NS2 simulator is used for simulation. Network scenario is set up with 20 wireless 
nodes. The routing protocol used here is detection, prevention and reactive on demand distance vector. Constant Bit 
Rate (CBR) application that generates constant packets through the User Defined Protocol (UDP) connection is 
used. The total simulation time taken was 500 sec. Topology, which signifies the area spanned by the network, is set 
as 750x750 (m). In the defined set up, the nodes have a provision to move around randomly. Pause time defines the 
time period at the end of which these nodes come to a standstill. This time period is 2 sec. The data packet size is 
512. The simulation parameters are given in Table 1. 
 
Table 1  NS2 Simulation Parameter (DPRAODV) 
 
 
 
 
 
 
 
 
 
 
3.4.2 S-DES Cryptographic algorithm 
  The S-DES algorithm provides security to a larger network. The algorithm is tested in presence of an 
intruder present outside the network trying to access the data. Here also the simulations are carried out using 
NS2.The simulation scenario consists of 50 wireless nodes. Constant Bit Rate(CBR) application that generates 
constant packets through the user defined protocol is used. The packet size used is 1000.Address rotation among the 
nodes is not a feasible solution to provide security. Apart from this cryptographic technique is used for enciphering 
data. In comparison a smaller network it is easy for the intruder to target a particular node for attack. Therefore S-
DES encryption algorithm with the time based key allocation is considered to implement secure data transmission in 
a network. 
 
PARAMETER     VALUE 
 Number of nodes 20 
 Routing protocol DPRAODV 
 Traffic Constant Bit rate ( CBR ). 
 Topology 750x750(m) 
 Pause Time  2 second 
 Malicious Nodes Node 1 , Node 2 , Node 4, Node 8 
 Packet size 512 
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Table 2 NS2 Simulation Parameter (S-DES) 
 
 
 
 
 
 
 
 
 
 
 
Table  3 NS2 Simulation Parameter (TDMA) 
 
 
 
 
 
 
 
 
 
3.4.3 Packet loss and avoidance using TDMA protocol 
 In the simulation set up for TDMA there are 6 PMU nodes and one PDC node .Each PMU node is assigned 
with a time slot. It is in this allotted time slot that the nodes send data to the PDC. Each node will send the data to 
the central node in the specified time interval of 0.005sec.The routing protocol used here is DPR AODV. Constant 
Bit Rate application that generates constant packets through the User Defined Protocol connection is used. The area 
spanned by the network, is set as 500x500 (m).The packet size here is 500.The total simulation time is 40sec.The 
simulation parameters are given in Table 3. 
3.5 Results 
 The above mentioned three algorithms DPRAODV, S-DES and PACKET LOSS AVOIDANCE USING 
TDMA PROTOCOL are analyzed thoroughly and successfully implemented using NS2 simulator. The impact on 
performance metrics in the malicious network is compared with and without using these algorithms. These details 
are provided in Table 4 and Table 5 respectively. Table 5shows the behavior of these parameters for the three 
algorithms. 
 
Table 4  Malicious network without Algorithms 
  
 
PARAMETER     VALUE 
 Number of nodes 50 
 Routing protocol DPRAODV 
Channel type wireless/radio propagation model 
Interface queue type/ size drop tail/ 50 
Packet transmission interval 1 second 
Packet size 1000 
Address rotation time interval Varying 
PARAMETER     VALUE 
 Number of nodes 6 
 Routing protocol DPRAODV 
 Traffic Constant Bit rate ( CBR ). 
 Topology 500x500(m) 
 Interval Time  0.005 second 
 Packet size 500 
Simulation time 40 s 
 Without DPRAODV Without S-DES Without TDMA 
Packet sent 497 1028 6602 
Packet receive 35 31 1122 
Packet Delivery ratio 0.07 0.03 0.17 
Packet Drop ratio 0.93 0.97 0.83 
397 V.V. Vineeth et al. /  Procedia Technology  21 ( 2015 )  393 – 399 
 
 
 
 
 
 
         Table 5 Malicious network using Algorithms 
 
 DPRAODV S-DES TDMA 
Packet sent 497 1028 6602 
Packet receive 405 764 5864 
Packet Delivery ratio 0.8149 0.7432 0.8882 
Packet Drop ratio 0.1851 0.2568 0.1118 
 From Table 4 and Table 5, it is evident that the packet delivery ratio has been substantially increased using 
the three algorithms. At the same time, packet drop ratio has also been reduced. The results in the table for each 
algorithm is obtained after running the corresponding NS2 simulation program, which will display the output in the 
terminal window.  
 
4. Hardware implementation 
 
After implementing the network an intruder is introduced into the system. Here the Intrusion detection is done 
comparing address of the nodes. If the address of intruder is different when compared with the nodes then it is 
identified as intruder. For example, if the intruder address is “S3” it is different from the address of the nodes in the 
network. Then it is determined as intruder. If the intruder mimics the address of one of the nodes in the network, 
then intruder is prevented using intruder prevention algorithm. The S-DES encryption algorithm provides cluster 
head to base station authentication using simple shared key. This algorithm we have already used in the simulation 
work. The hardware of the algorithm is implemented in the LPC 2148 micro-controller.LPC2148 microcontroller 
and ZigBee based XBEE series module was used as RF link. This forms a single node in the network. Hardware 
implementation of the network is done using 3 nodes, one PDC, intruder (which is also the router) and the PMU. 
The IDE used for programming LPC2148 microcontroller is Keil µvision4.Flash Magic is an application developed 
by Embedded Systems Academy to allow easy access of the features of a microcontroller device.  
 
Fig. 1 shows hardware of a single node which includes LPC2148 microcontroller, ZigBee module and power 
supply. The nodes were connected to a dedicated DC power supply. Usage of a separate power supply was preferred 
here, as to provide adequate current supply to the wireless module. Fig. 2 shows the complete hardware setup with 
three nodes PDC, intruder and PMU. All the three nodes were connected through an USB interface with a host 
system. This ensured the correct reference on data on the hyper-terminal. Moreover, the overhead on the nodes due 
to the introduction of a complex user interface is avoided through the usage of hyper-terminal. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.1. Hardware setup of a single node 
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Fig. 2 Total hardware setup 
5.  Results 
5.1 Screen shot for intruder detection algorithm in the Hyper terminal 
The screenshot in Fig. 3 depicts the scenarios of detecting an intruder and receiving a correct data through the 
implementation of S-DES encryption algorithm. The result shows the intruder detection is done by comparing the 
address of the nodes. If the data is send from the correct PMU then it will show the Correct Data Received in the 
Hyper Terminal, otherwise it will show INTRUDER DETECTED. The cipher texts (encrypted texts) are displayed 
for user understanding.  
 
 
Fig.3. Detecting an intruder shown in Hyper Terminal 
 
399 V.V. Vineeth et al. /  Procedia Technology  21 ( 2015 )  393 – 399 
 
 
 
 
 
 
5.2 Screen shot for  S-DES decryption  algorithm 
In the screenshot provided  in Fig. 4, the decrypted text involved with the ciphered message is displayed. 
 
Fig. 4. S-DES decryption algorithm 
6. Conclusion 
       The proposed paper introduces an algorithm for the detection and prevention of intruder attack, such that the 
packet delivery ratio is increased and packet drop ratio is decreased. It was also concluded that packet loss 
avoidance using TDMA protocol improves the channel utilization and queuing delay by scheduling transmission 
across the channel. In this work, attack signature is created by comparing normal scenario to detect malicious nodes. 
The work can be extended by introducing some methods to secure sensor network from other types of attacks such 
as spoofing and wormhole attacks. One of the major future enhancements possible in this area is to avoid 
overhearing in the channel, so that chance of intrusion from the other nodes in the network is less. 
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